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"'ein“c?.:’;» Introduction

emdha Information Technology (Trust Service Provider)
A Formed in 2019, 100% Subsidiary of BTC Networks

A Provider of Digital Signature Certificates, Trust Services & Process Automations

A Certified by WebTrust for Certification Authorities (WT4CA)
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A IMS Certified in FIVE ISO Standards

A Listed in the National Cybersecurity Authority (NCA) portal as a Registered
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® == Pijoneering Accomplishments i

Paperless and Presenless Signing Service
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\/ 1% CertificationAuthority (CA)in KSAto be LicensedBy CST | communications, space &
— Technology Commission
2
| | © i SDAIA
V 15t CAIn KSAo be Recognizedy et IS S

Digital Government Authority

V 1st CAIn KSAo receivethe WebTrustSeal

V TrustedByglobalroot stores

V Compliant to KSAe-TransactionLaw, Article#14 (Digitally signature shall be equal to a handwritten

signature,havingthe samelegal effects)
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- About BTC Networks

AFormedin 1976 100% SaudiOwnershipwith focuson ICT
and Systemintegration

AHighest Partnership Relationship with more than 100+
technologyvendors

AAnnualRevenues > 1 BillionSARUSI267 Million)
ALicensedperatorsfor : VSATNOC SOCCloudServices

AMore than 1200employees
A1S09001& 31000Certified
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i Timelineg Establishment of emdha

f a4 Y 4
i - Establishment of
Commercial CA Launched emdhe User Verification an
License Awarde eSign(Lite) Authentication
by CST Services System
February 2022
| January 2017 | February2020 X

emdha WebTrust for CA
established Certification
Intermediate CA &
eSign Issuing CA

December 2019 Renewal !
\ Yy
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i Timelineg Establishment of emdha?2/?2

f N
Launch of emdha
eSign(Pro/ProPlus

Services
March 2022
A\
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Integration with
Nafathfor KYC and
User Authentication
for Login and Signing

June2023
A\ Y
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-
Established
TimeStamp
SirV|ce under TSA

November 2022

emdha IMS with FIVE
established DSC ISO Standards
CA & TSA CA

LOctober 2022




CATYPE

ROOT CA
(KSA
TRUST ANCHOR)

INTERMEDIATE CA
(LEVEL-1)

ISSUING CAs
(LEVEL-2)

@ PKI Hierarchy in KSA
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Certification Authority (CA)

Saudi National Root CA (NCDC/DGA)

BTC / emdha
Licensed CA

STCS Intermediate CA

emdha eSign CA g

emdha DSC CA

emdha TSA CA

Government CA

STCS Identity
CA

STCS Qualified
CA
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emdha
A Subsidiary of BTC

Vision
To empower our clients digitally by being a dependable, @o)
strong, enduring, and well-known in digital trust services.

Mission
To offer a complete, secure, and reliable paperless solution that
augments our clients’ applications to ease their digital transition journey.
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ISO/IE@Q7001:2013
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Certificate of Registration

INFORMATION SECURITY MANAGEMENT SYSTEM - ISO/IEC 27001:2013

This s to certfy that:

Holds Gertficate Not

emdha Information Technology
(A subsidiary of BTC Networks)
Al nter, 3
6th Flooy, Suite 366

, Riyach 11431
Kingdom of Saudi Arabia

15779209

operates an
27001:2013 for the following scope:

150/1EC

Information Security Management System for the Digial Trust Services for Individuals and

‘Organizations at

Canter Tower 3, 6th Floor, Sute

Te st
366, Olaya, Riyadh 11431 Saudi Arabia. This is with reference to Statement of Applicabilty
w10

dated 24/09/2022.

For and on behalf of BST:

Original Registration Date: 2023-01-05
Latest Revision Date: 2023-01-05
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wplaaz

Theuns Kotze, Managing Director Assurence - IMETA

Effective Date: 2023-01-05
Expiry Date: 2025-10-30

Page: 10f1

making excellence a habit’

ISO/IEC 27701:2019
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Certificate of Registration

Privacy Information Management System - ISO/IEC 27701:2019

This s to certy that: ‘emdha Information Technology
(A subsidiary of BTC Networks)
AlMousa Center, Tower 3

6th Floor, Suite 366

Olaye, Rivadh 11431

Kingdom of Saudi Arabia

Holds Cartificate No: PM 779214

and operates a Privacy with the
1S0/1EC 27701:2015 for the following scope:

Personal Information the Digital Indvidusls
and Organizations t emdha Information Technology, at AlMouss Center, Tower 3, 6th Floor,
Suite 366, Olaya, Riyach 11431 Saudi Arabia. This is with reference to PIMS Statement of
‘Applicability v.1.0 dated 01/11/2022.

waTzE ’

Theuns Kotze, Managing Diractor Assurance - IMETA

For and on behalf of BSI:

Original Registration Date: 2023-01-05
Latest Revision Date: 2023-01-05

Effective Date: 2023-01-05
Expiry Date: 2026-01-04

Page: 10f1

making excellence a habit”

ISO Certificates

ISO/IE®001:2015

bsi.
Certificate of Registration

QUALITY MANAGEMENT SYSTEM - ISO 9001:2015

This is to certify that: emdha Information Technology
(A subsidiary of BTC Networks)
AlMousa Center, Tower 3

6th Floor, Suite 366

Olaya, Riyadh 11431

Kingdom of Saudi Arabia

Holds Certificate No: F$ 779211

and operates a Quality Management System which complies with the requirements of SO 9001:2015 for the
following scope:

Quality Management System for the Digital Trust Services for Individuals and Organizations at
eemdha Information Technology, at AlMousa Center, Tower 3, 6th Floor, Suite 366, Olaya,
Riyadh 11431 Saudi Arabia.
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Theuns Kotze, Managing Director Assurance - IMETA

For and on behalf of BSI:

Original Registration Date: 2023-01-05
Latest Revision Date: 2023-01-05

Effective Date: 2023-01-05
Expiry Date: 2026-01-04

Page: 10f 1

making excellence a habit”

the property of BST and iz bound by the condiions of contract

ISO/IEC 20000:2018

ISO/IEC 22301:2019

bsi. ® &

Certificate of Registration

IT SERVICE MANAGEMENT SYSTEM - ISO/IEC 20000-1:2018

This is to cartfy thate emdha Information Technology
(a subsidiary of BTC Networks)
AlMousa Cente, Tower 3

6th Floor, Suite 366

Olaya, Riyadh 11431

Kingdom of Saudi Arabia

Hoids Cerbficate Not ITMS 779208

and antT x 150/1EC.
the Following scope:

Digital indiviuals izations ot emcha Information Technology, ot
AlMouss Center, Tower 3, 6th Floor, Suite 366, Olaya, Riyadh 11431 Seudi Arabia, This s with
to Service Catalogue v.1.0 doted 14 Nov 2021.

@a@fz/

Theuns Kotze, Fianaging Director Assurance - IMETA

For and on behalf of BSIt

Original Registration Date: 2023-01-19
Latest Revision Dater 2023-01-15

Effective Date: 2023-01-19
Expiry Dater 20260118

- é Pager 1o 1
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Certificate of Registration

BUSINESS CONTINUITY MANAGEMENT SYSTEM - ISO 22301:2019

This is to certfy that: iha Information Technology
(A subsidiary of BTC Networks)
AlMousa Center, Tower 3

6th Floor, Suite 366

Olaya, Riyadh 11431

Kingdom of Saudi Arabia

Holds Certficate No: BCMS 779212

and operates 4 Business Continuty
for the following scope:

150 22301:2019

for the Digital Individuals and
‘Orgenizations at emdha Information Technology, ot AlMousa Centes, Towes 3, 6th Floor, Sute
366, Olaya, Riyach 11431 Saudh Arabia.

For and on behalf of BSI:

e

Theuns Kotze, Menaging Director Assuronce - IMETA

Original Registration Date: 2023-01-05
Latest Revision Date: 2023-01-05

Effective Date: 2023-01-05
Expiry Date: 2026-01-04

Page: 10f1

making excellence a habit




emdha Services ﬂ. claa

emdha Lite

A Subsidiary dBTC

Allows you to sign with Individual Capacity from any
internet-connected device

Short-lived certificates using Multi-Factor
J el — Authentication for each transaction to guarantee security

© From: Khalid

Data integrity and security for signed contents

This sales contract (this “Agreement” or this

“Sales Contract"), effective as of effective date,
is made and entered into by and between, a
company organized and existing in, with offices
located at (hereinafter the “Seller"), and, a
company, with a registered address located at
(hereinafter the “Buyer”).

Multiple User Signatures in One Document

W

B4, a0y individual

emdha

Bulk Signing of up to 10 PDFs in ONE signing transaction

Easy access to the Organization Portal for administrative
puUrposes

Digitally Signed by: Khalid Ahmed
Signing Date: 13/02/2023
16:30:44 - S /

‘\BuyerSlgnature

< tece DIGITAL IDENTITY
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emdha Services

u- claal

emdha

A Subsidiary dBTC

emdha Pro

Data authentication through

Allows you to sign with individual
NAFATH Service

capacity from any internet-connected
device

Data integrity and security for
signed contents

Bulk Signing of up to 10 PDFs in € Product Sales Agreement g
ONE Signing transaction © From: Khalid

This sales contract (this “Agreement” or this
“Sales Contract"), effective as of effective date,
is made and entered into by and between, a
company organized and existing in, with offices
located at (hereinafter the “Seller”), and, a
company, with a registered address located at
(hereinafter the “Buyer”).

Digitally Sign and manage your
documents through emdha eSign
application

Easy access to the Organization
Portal for administrative
PUrPOSES

al
B4, ca0y  Individual J

emdha

Digitally Signed by: Khalid Ahmed

Signing Date: 13/02/2023
16:30:44

Short-lived certificates using
Multi-Factor Authentication for each
transaction to guarantee security

Multiple User Signatures
in One Document

Buyer Signature

<2r_such products, solelv 1=~

< trece DIGITAL IDENTITY



emdha Services ﬂ. claa

emdha ProPLUS

Allows you to sign with various capacities like Individual User,
Organization User, Authorized Signatory, and Digital Stamp from any
internet-connected device

~_/

Data authentication through NAFATH Service

Bulk Signing of up to 10 PDFs in ONE Signing .

_ N _ _ transaction m. aiges _— . u. 3 Authorized
Short-lived certificates using Multi-Factor Authentication emahg Individual R B s Signatory p
{1

AN\

for each transaction to gu arantee secu rity Digitally Signed by: Ahmed Ali Digitally Signed by: Khalid Ahmed
Signing Date: 16/04/2023 17:40:55 Signing Date: 13/02/2023 16:30:44

3

Digitally Sign and manage your documents through . -
emdha eSign application — I 5 |

L e e . g — i g — o

Digital Stamp

m User
clan 2 5
' B catey emdnaL Organization
emdha
XYZ Company Digitally Signed by: Ali Mohammed

7+ Signing Date: 20/08/2023 09:30:25
Signature QR Code and Customizable = Y
signature appearance \\&L/
\ |

Easy access to the Organization Portal for
administrative purposes




emdha Services

emdha eSign mobile app «unencaearniousn naram @

emdha eSign Application allows you to digitally sign all your documents at your
fingertips with 100% legal validity
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'_q":El Download App now
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emdha L]
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Easy Enrolment Process

Easy single-page enrollment
process and secure quick
authentication through NAFATH
service

Sign with Multiple Capacities
Such as Natural Person (Individual),

Authorized Signhatory of an
Organization, Organization User
(common signer), and

Organization Digital Stamp

Upload Any Document or Image

Upload any PDF Document or
simply capture a photograph of the
documents you want to sign and
sign the file digitally

el

.!? Download on the

l;_,,! App Store

':t'& GETITON
Google Play

Easily Sign On the Go!

Sign from anywhere, any time,
and with any device

User-Friendly Dashboard

Allows you to view your recent
eSign transactions and pending
signatures requests and
navigate between them easily

Legally Valid Digital Signatures

emdha digital signature services
comply with CST, DGA, WebTrust
for CA, and the Saudi Electronic
Transactions Law. Digitally signed
documents through emdha shall
be treated as admissible evidence
in the court of law

Transaction [D: 20220719073657366

emdha

emdha eSign

2 Download on the

® App Store
_—

’ ’ GETITON
Google PIay

< tece DIGITAL IDENTITY


https://qrco.de/emdhaeSign
https://apps.apple.com/sa/app/emdha-esign/id1625247217
https://play.google.com/store/apps/details?id=com.btc.emdhaesign&hl=en&gl=US

Signing Flow (Lite) 1 ey

Signe® Authentication using a trusted source emdha
Customer Business
Layer
Business Applications Ll m. .
SAP / Oracle / CRM / BPM @ ‘ '-'-_L':'-'d h L
/ HRMS / DMS / &7 emdna
Correspondence Systems _
: and so OIX. eSign Request> V Validate Request
o IntegrationKit/SDK  } [ = =eEmsmememoemem e e e e
N > | ; < » \ Generate Certificate
Internet — E] ==-> B _
— Hash . V Sign Doc Hash
: eSignResponse
u Emhedﬁgna;ureando: V DEStrOy Keys
User / Customer Document Worktlow . .
Remote Sign Service
Provider

|

Bank/Other
Trusted KYC

S Qe
DIGITAL IDENTITY




Signing Flow (Prd?roPlus B4, (10

. N : emdha
Signe® Authentication using a trusted source
Customer Business
Layer = ctanl Signer G/W N4
emdha c > i
Internet I W
Business Applications @ emdha
SAP / Oracle /| CRM / BPM - _
/ HRMS / DMS / V Validate Request
! Correspondence Systems — V Generate Certificate
. Z and so O'X-r\ - V' Sign Doc Hash
B > p— —-—— eSign Request ===
Internet — gn Req
eSign Response Remote Sign Service
u Provider
User / Customer Document Workflow
MFA through Nafath App

(National IAM Service)

emdha User
Account Vault
(UAV)

*UAV is populated from
the KYC information

received from National
IAM Service

S Qe
DIGITAL IDENTITY




Authentication with Nafath (Pro/ProPlug B4, (10

: . 4 : emdha
Signe®& Authentication using a trusted source

Documents to be signed from ' |

Documents fo be signed from ’

. EMDHA X

Digital Government Authority

|
English [EEEEL EMDHA k]
dradyl dogéall dlsh

Digital Government Authority

Document Name

Document Name . ’ . . € 1 of 1 3 Configuration and Settings
. L Testing Nafath App for Authentication.pdf
Testing Nafath App for Authentication.pdf €1 of 1]9 Configuration and Setings 2 & 2
Signature Settings v
Signature Settings v
Testing Nafath App for Authentication
Testing Nafath App for Authentication Type
Type Individual Organization
(O Individual @ Organization Organization
Organization ¢ emdha information technology (<lsbedi &2 v
Please drag this to set the signature
P ‘ emdha information technology (e sedi & v appearance Choose a Signer Role Type to eSign Document(s)
Please drag this to set the signature Organization User v
appearance : .
Choose a Signer Role Type to eSign Document(s)
o A
Organization User v Ssurahce i
Medium * High
Assurance

® Medium O High

National / lgama ID

- Waiting For your Action

@ Please open the NAFATH Mobile App

By clicking on AUTHENTICATE, you agree to use and approve the request by ;e\ecting
your information to electronically sign documents. Ule Aol liie d0 el

National / lgama ID
Cancel AUTHENTICATE

t3Cancel




Authentication with Nafath (Pro/ProPlug

ui claal

Signe®& Authentication using a trusted source
14:47 2. = & 14:47 HHSCN 58
— Requests 56 < 56 >

You have a login request from
emdha Information Technology -
Digital Trust Services

W

—
—
~

% N
NN

RejeCt

Request Number

Please select the request number provided by th

service provider

43 54 51

emdha
Trust Service Provi
14:47 o, = &
‘ 56 ’
PIN number
Please en ter your presona | PIN number

der



Authentication with Nafath (Pro/ProPlug B4, (10

~ B - , _ , . . oA o . A emdha
{AdYySNRRa !'dziKSYuUuAOlIuA2z2y dzaAy3a | UNHMzAa USR az2dzZNOS

i fued Hello,
29! SIVARAMAN NATRAJAN o

0 The Document has been signed successfully!

Back to eSign Transactions

S Qe
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